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How to Spot and Prevent Skimming on 
PAX Payment Terminals

Key Takeaways
Card skimmers on PAX terminals appear as bulky attachments or overlays that
don’t match the original design – criminals use these devices to steal your
payment information and PINs
Regular inspection protocols, including the wiggle test and visual checks, can
detect most skimming attempts before they compromise customer data
Modern payment technologies like EMV chips and contactless payments provide
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Understanding Card Skimmer Threats on Modern
Payment Systems

Card skimmers on PAX terminals are among the most serious security threats facing
retailers today. These malicious devices attach to legitimate payment terminals,
capturing customer card data and PINs during what appear to be normal transactions.

The FBI estimates skimming costs consumers and financial institutions over $1 billion
annually, with convenience stores and gas stations being prime targets.

You know what makes skimming so dangerous? It’s practically invisible to the average
customer. Modern skimmers blend seamlessly with genuine payment equipment,
making detection challenging without knowing what to look for.

Card-skimming devices have evolved from crude overlays into sophisticated electronic
components that can transmit stolen data via Bluetooth to nearby criminals.

The threat is surging: The U.S. Secret Service reports a massive 700% spike in card-
skimming fraud since 2021. In 2023 alone, global losses totaled $1.1 billion, with point-
of-sale attacks increasing 12% to cost victims over $600 million.

This isn’t just happening at ATMs anymore – point of sale systems in retail environments
have become equally attractive targets for organized crime rings.

What types of skimmers target payment terminals? There are two main varieties:

Beware of Credit Card Reader Skimming FraudBeware of Credit Card Reader Skimming Fraud
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Overlay Skimmers
Fit directly over the original card reader
Include fake keypads to capture PINs
Can be installed in seconds
Often held in place with double-sided tape

Deep-Insert Skimmers

Slide deep inside the card reader slot
Nearly impossible to spot visually
Capture magstripe data as cards pass through
May include wireless transmission capabilities

Small business owners face particular vulnerability because they often can’t afford
dedicated security personnel to monitor their payment equipment constantly.

A single successful skimming operation can compromise hundreds of customer cards
before detection, creating massive liability issues and destroying years of carefully built
trust.

Physical Signs of Skimming Devices on Payment
Terminals

Side-by-side comparison showing how a skimmer overlay adds visible bulk and width to a standard
PAX S300 terminal (NRS Photo)



Identifying a skimmer requires first knowing what normal looks like. Every PAX terminal
model has specific design characteristics – smooth edges, consistent coloring, and
components that fit together perfectly. When criminals attach skimming devices, they
disrupt these design elements in subtle but detectable ways.

The most obvious sign? Bulkiness where there shouldn’t be any. Skimming overlays add
an extra layer to the terminal, making the card reader or keypad appear thicker than
usual. If your POS system suddenly looks different or feels heavier, that’s a major red
flag.

Look for these specific warning signs:

Warning Sign What to Check Why It Matters

Misaligned parts Card slot doesn’t line up with
terminal graphics

Overlays can’t perfectly match
original design

Color variations Slight differences in plastic
shade or texture

Criminals use different
materials than manufacturers

Loose components Keypad or card reader moves
when touched

Legitimate parts are firmly
integrated

Extra cables Unexpected wires or
connections

Skimmers need power and
data transmission

Damaged seals Broken security stickers or
tamper tape

Indicates someone opened
the device

How do you perform a proper inspection? Start with the tactile test – run your fingers
along every seam and edge. Genuine terminals have smooth, consistent surfaces. Any
roughness, gaps, or raised edges suggest tampering.

Next, perform the wiggle test: gently pull on the card reader and keypad. Real
components won’t budge, while attached skimmers often shift or feel loose.

Don’t forget about hidden cameras either. Criminals need your PIN to use stolen card
data effectively. They hide tiny pinhole cameras in ceiling tiles, brochure holders, or fake
panels near the terminal. These cameras focus directly on the keypad, recording every
button press.

If you spot any unusual holes or attachments with a clear view of where customers enter
their PINs, investigate immediately.

Some retailers make a common mistake: they only check their terminals when
something goes wrong. But successful skimming operations depend on remaining
undetected for as long as possible.

By the time you notice unusual customer complaints or banking disputes, hundreds of
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cards might already be compromised.

Practical Prevention Steps: Store-Level Security
Measures

A side-by-side comparison showing how skimming overlays are designed to fit perfectly over
standard PAX A35 and S300 payment terminals

Preventing skimming requires operational changes beyond daily inspections. These
steps make your store a harder target for criminals.

Never Leave Terminals Unattended
Someone should constantly monitor the POS terminals. Criminals install devices in
seconds, but will hesitate when staff are watching. Position employees so they can see
terminals from their usual workstations.

Install a Dedicated CCTV Camera 
Each terminal needs its own camera angle – not general store coverage, but focused
views of the card reader and keypad. Mount cameras to deter criminals, but include a
hidden angle as a backup.

Restrict Terminal Access
Lock all POS terminals with security cables. Use tamper-evident tape. Only managers
handle maintenance. Require photo ID from service technicians and verify surprise visits
with your payment processor.

https://nrsplus.com/cctv/


Create Transaction Visibility
Position terminals where other customers can see them. Remove displays blocking
payment areas. Keep lighting bright. Visible security reassures customers that you take
their safety seriously.

Establish Staff Protocols
Train staff to watch for nervous customers lingering near terminals, anyone claiming
terminals “aren’t working,” or customers trying to “help” with problems. Check terminals
after breaks and unusual interactions.

Monitor Transaction Patterns
Watch for increased declined transactions, multiple fraud reports from your store, or
frequent error messages. Set up abnormal activity alerts with your payment processor –
unusual patterns often reveal skimmers before visual detection.

Implement Surprise Audits
Vary inspection times daily. Have different staff conduct checks. Test awareness with
unannounced drills. Predictable routines help criminals time their attacks.

The Real Cost of Skimming Attacks for Retailers and
Customers

When criminals successfully install a skimmer on your payment terminal, the damage
extends far beyond immediate financial losses. Understanding these impacts helps
explain why prevention deserves serious attention and resources.

Direct financial theft hits customers first and hardest. Within hours of skimming,

Actual Credit Card Skimming Attempt Caught Actual Credit Card Skimming Attempt Caught ……
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criminals create cloned cards and begin draining bank accounts. Victims often discover
the theft only after their cards get declined or they review their statements.

While banks typically reimburse fraudulent charges, the process takes time – time during
which people might not have access to their own money for essential expenses.

But here’s what many business owners don’t realize: the real costs to retailers can be
devastating. A single skimming incident at your store triggers a cascade of expensive
consequences:

Immediate Financial Impact
Increased processing fees from card networks
Higher insurance premiums
Potential lawsuits from affected customers
Cost of replacing compromised terminals

Long-term Business Damage
Once word spreads that your store had a skimmer, customer trust evaporates. People
will literally drive extra miles to shop somewhere they feel safer. That loss of customer
confidence? It can take years to rebuild.

The emotional toll on victims shouldn’t be underestimated either. Identity theft creates
ongoing anxiety – victims constantly worry about what else criminals might do with their
stolen information.

They spend hours on the phone with banks, credit agencies, and law enforcement. Some
develop a lasting reluctance to use payment cards, affecting their daily lives long after
the immediate crisis passes.

For EBT card users, skimming causes particular hardship. These cards often lack EMV
chip protection, making them easier targets.

When criminals drain EBT benefits, families lose access to the food assistance they
depend on for basic nutrition. While agencies work to replace stolen benefits, the
bureaucratic process leaves vulnerable populations without support during critical
periods.

Statistical Reality Check:

Average loss per skimming victim: $1,000-$2,000
Time to resolve fraud claims: 2-8 weeks
Percentage of small businesses that fail after major fraud incidents: 60%
Annual skimming losses nationwide: Over $1 billion

https://nrsplus.com/blog/how-small-businesses-qualify-for-snap-benefits-permit-ebt/


These numbers represent real people facing real hardship. Every successful skimming
attack undermines the integrity of the entire payment ecosystem, making everyone
more reluctant to adopt convenient payment technologies that legitimate businesses
rely on for efficient operations.

Inspection Protocols and
the Wiggle Test Method
Creating effective inspection protocols
doesn’t require technical expertise –
just consistency and attention to detail.
The most successful prevention
programs combine daily visual checks
with hands-on testing that anyone on
your team can perform.

Start each day before your first
customer arrives. This gives you time to
thoroughly examine your payment
terminals without rushing. Turn on all
lights and remove any merchandise
displays that might obstruct your view.
You want clear sightlines to every part
of the terminal.

The Essential Wiggle Test
Procedure:
First, grasp the card reader firmly with
both hands. Apply gentle upward
pressure – about the same force you’d
use to open a stubborn jar lid.
Legitimate card readers won’t move at
all. If you detect any movement, even a
slight shift, stop accepting cards
immediately.

Next comes the keypad examination. Press down on each corner while watching for any
separation between the keypad and the terminal body. Real keypads are integrated
components; they can’t be lifted off the main unit. Overlay keypads, designed to capture
PINs, often have telltale gaps around their edges.

But wiggling alone isn’t enough. Your inspection protocol needs multiple checkpoints:

Actual Credit Card Skimming AttemptActual Credit Card Skimming Attempt

Caught Live #2Caught Live #2

National Retail SolutionsNational Retail Solutions
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Inspection Step Frequency Time Required Who Should Do It

Visual scan Every shift 30 seconds All staff

Wiggle test Daily opening 2 minutes Manager/supervisor

Detailed examination Weekly 10 minutes Trained employee

Photo comparison Monthly 5 minutes Store owner

Why photo comparisons? Take pictures of your clean terminals from multiple angles
when first installed. Save these reference images on your phone or in the backroom.
During monthly checks, compare the current appearance to the originals; any changes
are immediately apparent.

Properly training staff makes all the difference. Don’t just tell employees to “check the
terminal” – show them exactly what to do. Have them practice the wiggle test until it
becomes second nature. Explain why each step matters using real examples of how
skimmers work.

Some retailers worry that obvious security checks might alarm customers. However,
most people appreciate seeing active fraud prevention. A simple sign saying “This
terminal inspected daily for your security” actually increases customer confidence.
You’re demonstrating commitment to protecting their financial information.

How Criminals Install and Operate Skimming
Equipment
Skimmer installation typically happens during busy periods when staff attention gets
divided among multiple tasks. Criminals dress like ordinary customers, acting casual
while executing practiced movements.

The installation process takes surprisingly little time – experienced criminals can attach
an overlay skimmer in under 10 seconds. 

They typically work in teams: one person installs the device while partners create
distractions or block sight lines. Some groups send in “customers” who engage staff with
complex questions or complaints, diverting attention from the POS area.

Common Installation Tactics:

Creating fake emergencies (spills, arguments)
Attacking during shift changes
Posing as service technicians
Installing during overnight hours at 24-hour locations

Modern skimmers don’t require criminals to return to retrieve them. Bluetooth-enabled

https://nrsplus.com/blog/prevention-credit-card-fraud/


devices transmit stolen data to receivers parked outside – criminals literally sit in their
cars collecting card numbers as customers shop. Some advanced skimmers even use
cellular connections to send data to criminals hundreds of miles away.

Deep-insert skimmers present particular challenges. These razor-thin devices slide
completely inside the card reader, making visual detection nearly impossible. Criminals
often need special tools to install these, so they might pose as maintenance workers or
claim they’re “fixing” a card reader problem.

What happens to stolen data? Criminal networks operate like businesses, with
specialized roles:

�. Installers – Place and maintain skimming devices
�. Collectors – Gather transmitted data
�. Encoders – Create cloned cards
�. Cashers – Use fake cards to steal money
�. Sellers – Market stolen data on dark web

This division of labor makes it difficult to capture the entire operation. The person
installing your skimmer might never touch the stolen data, while those draining accounts
have no idea which specific terminal provided their information.

Timing patterns emerge when you analyze skimming attempts. Friday evenings see
increased activity – criminals know busy weekend periods mean less scrutiny.

The holiday shopping season provides a perfect cover for installation teams. Early-
morning hours at 24-hour stores offer an opportunity when skeleton crews manage the
entire operation.

Some criminals even study specific stores before attacking. They’ll make legitimate
purchases to observe security procedures, identify blind spots, and determine when
staff seem most distracted.

If you notice the same unfamiliar faces repeatedly visiting without buying much, pay
attention to their interest in your payment systems.

Technology Solutions: EMV Chips and Contactless
Payment Safety
Technology provides your strongest defense against traditional skimming methods.
While no system offers perfect protection, modern payment technologies make stealing
card data significantly harder for criminals.

EMV chip cards revolutionized payment security when they arrived. Unlike magnetic
stripes that contain static information, chips generate unique transaction codes for
every purchase.



Even if criminals intercept this data, they can’t use it to process future transactions. The
chip creates a one-time cryptographic signature that becomes useless seconds after
processing.

But here’s what many people misunderstand about EMV protection: it only works when
customers insert their cards. That quick swipe motion? It bypasses chip security entirely,
reading the magnetic stripe instead. 

Train your staff to always prompt customers to insert their chip cards, even when they
habitually swipe.

Contactless payment benefits include:
No physical contact with terminals
Encrypted data transmission
Transaction limits reducing fraud exposure
Tokenization replacing actual card numbers

Tap-to-pay technologies like Apple Pay and Google Pay add an extra layer of security.
These services use tokenization – your actual card number never reaches the terminal.

Instead, the payment service sends a randomly generated token that merchants can’t
decode or reuse. Even if criminals compromise your terminal, they get worthless data.

Near Field Communication (NFC) payments also reduce the risk of skimming. The
extremely short transmission range (usually under 4 centimeters) makes intercepting
data practically impossible without obvious equipment that would alarm everyone
nearby.

Plus, most contactless payments require biometric authentication, such as fingerprint or
facial recognition, adding another barrier that criminals can’t easily defeat.

For retailers, upgrading to EMV-capable terminals isn’t just about security – it’s about
liability. The payment card industry shifted fraud liability to whoever uses the least
secure technology.

If you accept a chip card via magnetic stripe swipe and fraud occurs, your business bears
the loss, not the card issuer.

Software updates matter too. Terminal manufacturers regularly release security patches
addressing newly discovered vulnerabilities. Set up automatic updates when possible, or
perform monthly manual updates. Criminals actively exploit outdated terminal software,
knowing many small businesses neglect this basic maintenance.

Consider these additional security benefits of modern payment systems:

https://en.wikipedia.org/wiki/Near-field_communication
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Technology Security Feature Criminal Challenge

End-to-end encryption Data scrambled throughout
transaction

Can’t read intercepted
information

P2PE validation Certified secure transmission Must compromise multiple
points

Tokenization Real card numbers never
stored Stolen tokens have no value

Multi-factor authentication Multiple verification
requirements

Single stolen element
insufficient

The investment in upgraded technology pays for itself through reduced fraud losses and
lower processing fees. Many payment processors offer better rates for EMV
transactions, recognizing their improved security profile.

PAX S300 Specific Security Considerations

A pencil highlights the visible gaps, cracks, and uneven seams that reveal a hidden skimming
overlay. (NRS Photo)

The PAX S300 terminal deserves special attention due to its widespread use in small
retail environments. This compact, customer-facing device offers excellent functionality
but requires specific security awareness due to its accessibility.

PAX designed the S300 with integrated security features that make traditional overlay
skimmers more difficult to install. The sleek, unified construction leaves minimal gaps
where criminals could attach devices. However, this same design means any additions or
modifications become more noticeable – if you know what to look for.



Key security features of the PAX S300:
Tamper-evident construction that shows signs of opening
PCI-PTS 5.x certification for hardware security
Encrypted PIN pad preventing keystroke interception
Secure boot process checking for modifications

When inspecting a PAX S300, pay special attention to the card insertion slot. The
genuine slot has smooth, rounded edges that guide cards naturally. Skimming overlays
often create sharper edges or require extra force for card insertion. Run your finger
around the slot opening – any roughness or protruding plastic suggests tampering.

The S300’s keypad presents another checkpoint. Original PAX keypads have consistent
button resistance and slight concave surfaces that help finger placement. Overlay
keypads feel different – they might be completely flat, have mushy button response, or
sit slightly higher than the surrounding bezel.

Check these S300-specific elements:

Display bezel should sit flush with no gaps
Side panels must align perfectly with no bulging
Bottom vents should be clear and unobstructed
Cable entry point needs intact seal

Criminals often target the S300’s compact size by attempting complete terminal swaps.
They’ll steal an entire unit, modify it with skimming components, then return it later. This
emphasizes why daily serial number verification matters. Keep your terminal serial
numbers posted where staff can quickly compare them.

The PAX S300 supports semi-integrated deployment, meaning it connects to your main
POS system but processes payments independently. This architecture provides security
benefits: even if attackers compromise your main system, they can’t directly access
payment data flowing through the S300. However, it also means you need to monitor
both components for suspicious activity.

Regular firmware updates for the S300 close security vulnerabilities before criminals can
exploit them. PAX releases updates addressing both functional improvements and
security patches. Don’t delay these updates – criminals actively scan for terminals
running outdated versions.

Building Your Terminal Inspection Checklist
A comprehensive inspection checklist transforms good intentions into consistent action.
The best checklists balance thoroughness with practicality – covering all critical points



without becoming so lengthy that staff skip steps.

Your customized checklist should reflect your specific environment. A convenience store
with 24-hour operations needs different protocols than a boutique open limited hours.
Consider your traffic patterns, staff availability, and terminal locations when designing
inspection procedures.

Essential Daily Checklist Items:
Opening Procedures (5 minutes)

[ ] Verify terminal serial numbers match records
[ ] Perform wiggle test on all card readers
[ ] Check keypads for unusual resistance or height
[ ] Look for new objects near terminals (cameras)
[ ] Confirm all security seals remain intact
[ ] Test one transaction to ensure normal operation

Shift Change Verification (2 minutes)

[ ] Visual scan of all terminals
[ ] Ask departing shift about suspicious activity
[ ] Quick wiggle test if customers reported issues
[ ] Check for foreign objects left near registers

Closing Inspection (5 minutes)

[ ] Detailed visual examination under good lighting
[ ] Photo comparison to reference images
[ ] Document any concerns in security log
[ ] Verify overnight camera coverage of terminals
[ ] Lock down any portable terminals

But daily checks alone won’t catch everything. Your weekly deep-dive inspection should
include:

�. Remove any dust or debris obscuring terminal views
�. Check all cable connections for tampering signs
�. Inspect terminal mounting points for looseness
�. Verify anti-skimming software remains active
�. Review transaction logs for unusual patterns
�. Test backup communication if primary fails

Make your checklist actionable by including specific response procedures. Don’t just

https://nrsplus.com/blog/why-its-important-to-have-a-panic-alarm-button-on-your-pos-system/


note “check for skimmers” – spell out exactly what finding one means:

If Skimming Device Detected:
�. Stop all card transactions immediately
�. Don’t touch or remove the device (evidence)
�. Call law enforcement non-emergency line
�. Contact your payment processor
�. Document everything with photos
�. Post signs directing customers to other payment methods
�. Begin customer notification process

Training transforms checklists from paper exercises into effective security tools. New
employees need hands-on practice with experienced staff guiding them. Role-play
scenarios where they discover suspicious devices – muscle memory during calm periods
prevents panic during real incidents.

Technology can enhance manual inspections. Some retailers install small cameras
focused on their terminals, creating continuous visual records. Others use Bluetooth
scanners to detect unexpected signals near payment areas. These tools supplement but
don’t replace physical inspections.

Have in mind that inspection fatigue is real. When staff perform the same checks
hundreds of times without finding anything, they naturally become less thorough. 

Combat this by rotating inspection duties, occasionally having managers verify
completion, and sharing news stories about prevented skimming attempts. Help
employees understand that their vigilance directly protects real customers from
significant harm.

Additional Resources for Skimming Protection

1. U.S. Secret Service (Lead Federal Agency)
The Secret Service conducts nationwide operations against skimming and publishes
advisories for both merchants and consumers.

2. Federal Bureau of Investigation (FBI)
The FBI provides a broad national overview of skimming techniques and instructions
for reporting these crimes to the Internet Crime Complaint Center (IC3).

3. Federal Trade Commission (FTC)

https://www.secretservice.gov/investigations/skimming
https://www.secretservice.gov/investigations/skimming
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/skimming


The FTC’s guidance focuses on victim recovery—what to do after you’ve been
scammed, including fraud alerts and credit freezes.

4. PCI Security Standards Council
This independent global body sets payment security standards and publishes detailed
guides for merchants on how to physically inspect terminals, such as the PAX S300, for
tampering.

5. IdentityTheft.gov (Managed by the FTC)
The official U.S. government portal for reporting identity theft and creating a personal
recovery plan if skimmers have stolen your data.

Frequently Asked Questions
What should I do if I find a skimmer on my terminal? 
Don’t remove it yourself – this destroys evidence the police need. Immediately stop
accepting card payments at that terminal, photograph the device from multiple angles,
and call local law enforcement. Contact your payment processor and begin
documenting which customers recently used that terminal. Post clear signs directing
customers to alternative payment methods while maintaining the integrity of the crime
scene.

How often do criminals return to collect skimmers? 
Traditional skimmers required physical retrieval every few days, but modern devices
transmit data wirelessly. Bluetooth skimmers send information to receivers within 30-
100 feet, allowing criminals to sit in nearby parking lots and collect data. Cellular-
enabled skimmers can transmit globally, so criminals never need to return. This is why
immediate detection matters more than catching someone retrieving devices.

Can skimmers steal chip card information? 
While EMV chips generate unique codes for each transaction that criminals can’t reuse,
skimmers can still capture data from the magnetic stripe present on most chip cards. If
your terminal processes chip cards as swipes (due to a malfunction or setup), you lose
chip protection benefits. Always ensure terminals prompt for chip insertion rather than
swiping.

Are tap-to-pay methods completely safe from skimming? 
Contactless payments like Apple Pay and Google Pay offer the strongest protection
against traditional skimming. They use tokenization and require close proximity (under
4cm) to work. However, criminals constantly develop new techniques. Sophisticated
relay attacks can theoretically intercept contactless communications, though these

https://consumer.ftc.gov/articles/what-do-if-you-were-scammed
https://consumer.ftc.gov/articles/what-do-if-you-were-scammed
https://www.pcisecuritystandards.org/documents/Skimming_Prevention_At-a-Glance_Sept2014.pdf
https://www.pcisecuritystandards.org/documents/Skimming_Prevention_At-a-Glance_Sept2014.pdf
https://www.identitytheft.gov/
https://www.identitytheft.gov/
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remain rare due to technical complexity and additional authentication requirements.

What’s the difference between overlay and deep-insert skimmers? 
Overlay skimmers attach to the outside of existing card readers, making them bulkier
but easier to spot. They often include fake keypads to steal PINs. Deep-insert skimmers
slide inside the card reader slot, becoming nearly invisible. They’re thinner than credit
cards and capture data as cards pass by. Deep-insert models represent newer
technology that’s harder to detect but also more expensive for criminals to obtain.

Should I upgrade from magstripe-only terminals? 
Absolutely. Magstripe-only terminals face the highest skimming risk and shift fraud
liability to merchants. EMV-capable terminals provide multiple security advantages
beyond skimming prevention, including lower processing fees and future-proofing for
emerging payment methods. The upgrade investment typically pays for itself by
reducing fraud losses.

How can I tell if my terminal has been tampered with internally? 
Signs of internal tampering include broken security seals, unusual error messages,
slower processing, or PIN re-entry prompts. Terminals that suddenly require frequent
reboots or display communication errors may indicate a compromise. Professional
criminals can modify internal components, so any persistent technical issues warrant
immediate professional inspection.

Do I need to notify customers when I discover a skimmer? 
Yes, promptly notifying potentially affected customers demonstrates responsibility and
may be legally required in your jurisdiction. Work with law enforcement and your
payment processor to determine the compromise period. Provide clear information
about what happened, when it occurred, and specific steps customers should take to
protect themselves. A quick notification helps limit damage and maintain trust.

https://nrsplus.com/blog/benefits-of-ecommerce-for-retail-store/

